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PART 1: INTRODUCTION

This Part 1 sets out the general background of privacy laws and their application to the
operation of Cospak Pty Ltd stores and its related bodies corporate (“Cospak”).

1. Purpose of Policy

This policy sets out the practices to be followed by all persons performing work within
Cospak for appropriate collection, holding, use, correction, disclosure and transfer of
"personal” or "sensitive" information.

This policy must be read and followed by all staff employed by or performing services
within Cospak.

2. What is "personal” and "sensitive" information?

These terms are defined in the Privacy Amendment (Private Sector) Act 2000
("Privacy Act").

(@) "Personal Information" is defined broadly to mean any information or
opinions about an individual whose identity is apparent or can reasonably be
ascertained from the information or opinion. Personal information includes a
person's name, address, phone number, email address and other information
or opinion that identifies or may identify that person.

"Sensitive Information" means:

@) information or an opinion about an individual's:
() racial or ethnic origin
(i) political opinions
(iii) membership of a political association
(iv) religious beliefs or affiliations
(v) philosophical beliefs
(vi) membership of a trade union
(vii) sexual preferences or practices

(viii) criminal record;
that is also personal information; or
(b) health information about an individual.

3. What are the National Privacy Principles?

These are principles, set out in Schedule 3 to the Privacy Act, which govern how
companies, organisations and businesses must deal with "personal” and "sensitive"
information. These principles apply from 21 December 2001, and apply to not only to
information recorded on paper or in intranet systems, but also to information collected
and applied through the internet or transmitted electronically by email.

In summary:
NPP 1 - Collection

Personal information may only be collected if it is necessary for a function or activity of
an organisation, whether collected from the individual themselves or from a third party.

Organisations collecting personal information need to make sure the person giving
personal information is aware of the identity of the organisation, the purpose for which
the personal information is collected, how they can access the personal information
and any third parties to whom the personal information may be disclosed.
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NPP2 - Use and Disclosure

Organisations may not use or disclose personal information collected in accordance
with NPP1 other than for the main purpose for which it was collected, unless :

the other purpose for which such personal information is used or disclosed is related
to the main purpose; or

the individual has consented to the use or disclosure of the personal information for
that other purpose

Therefore, as an example of the application of this NPP, such personal information
may be used for direct marketing only in certain circumstances.

NPP3 - Data Quality

An organisation needs to take “reasonable steps” to ensure that the personal
information it collects uses or discloses is accurate, complete and up to date.

NPP4 - Data Security

Organisations must take “reasonable steps” to protect personal information from
misuse and loss and from unauthorised access, modification or disclosure.

NPP5 - Openness

Organisations must adopt, maintain and record publicly expressed policies on how
they will manage personal information, and make that policy available to anyone who
asks for it (hence the existence of this Policy document).

NPP6 - Access and Correction

Organisations holding personal information about an individual need to provide that
person with access to the personal information on request (subject to a few limited
exceptions).

NPP7 - Identifiers

An organisation must not adopt as its own identifier any identifier of an individual
which has been assigned by an agency or a contracted service provider for a
Commonwealth Agency.

We note that ABN's do not fall within this NPP so an ABN number may be used as an
identifier without breach of the principles.

NPP8 - Anonymity

Wherever lawful and practicable, individuals must be given the option of not identifying
themselves when entering into transactions with an organisation.

NPP9 - Transborder Dataflows

An organisation in Australia may only transfer personal information about an individual
to someone in a foreign country if they meet one of the specific conditions set out in
the principle — certain limits are placed on these actions.

NPP10 - Sensitive Information

Sensitive information must only be collected if some of the narrow conditions set out in
the Act apply, such as:-

the individual consenting to the collection; or
the collection being required by law; or

the collection being necessary to prevent or lessen a serious and imminent threat to
the life or health of an individual.
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PART 2: POLICY

This Part 2 sets out the Privacy Policy as it applies to Cospak Pty Ltd and its related bodies
corporate in the conduct of its container and packaging distribution business (collectively
referred to as "Cospak") and explains how Cospak complies with the National Privacy
Principles and the Privacy Act 1988. Cospak is a distributor of packaging throughout Australia.
In the process of running its business Cospak handles personal information relating to its
business and individual customers.

Privacy Officer

A Privacy Officer will be appointed by Cospak from time to time to oversee the
practices set out in this Policy.

Collection of Personal information

Cospak collects information from several sources. Cospak collects information on
individual customers and on employees.

Most of Cospak’s relationships are with customers. Cospak’s customer records will
often include limited information about individuals. Our records about these individuals
will generally include name, contact details, financial information and information
about their interest in our products and services.

Cospak also holds information about its employees. This information is generally
limited to normal human resources information such as job applicant details, pay and
superannuation records and other internal administrative information.

Cospak also sometimes collects personal information from other organisations. In
particular, Cospak sometimes obtains contact lists that it uses for promotions relating
to its business products and services.

Use and Disclosure of Information

Personal information collected from individuals or from other third parties about
individuals, should only be used or disclosed for the express purpose for which it was
collected or a purpose directly related to that purpose in respect of which the
individual may reasonably expect the personal information to be used.

If an employee or agent of Cospak is in doubt as to whether the intended use of
personal information falls within the above permitted scope, the express
consent of the individual concerned must be obtained.

In the event that an employee or agent of Cospak considers that disclosure of the
personal information is warranted as falling within one of the following circumstances:

€) to lessen or prevent a serious and imminent threat to an individual's life,
health or safety, or a serious threat to public health or public safety;

(b) he or she has reason to suspect that unlawful activity is or may be engaged
in;

(© the disclosure is warranted by law;

(d) the disclosure is reasonably necessary for the prevention, detection,

investigation, prosecution or punishment of breaches of the law, or for the
protection of public revenue, by an enforcement body;

the Privacy Officer should be contacted immediately, before disclosure of the relevant
personal information. In the event that the Privacy Officer is satisfied that such
personal information should be disclosed, the Privacy Officer shall make the relevant
disclosure and must keep detailed written notes of the circumstances of the
disclosure.
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4, Marketing Communications

Like most businesses, marketing is important to Cospak’s continued success. We
believe we have a range of products and services that we provide to customers at a
high standard. It is a priority for us to inform people about how we can help them. We
therefore like to stay in touch with customers and let them know about new products
and services, as well as using contact lists to promote these products and services.

When a customer or prospective customer provides personal information to a member
of the Cospak, we will ask the customer to choose as to whether or not it wishes to
receive further information about special offers, promotions, and other parts of our
business. We shall also send promotional information to other people who are not
regular Cospak customers to introduce them to our business. If a person indicates to
us that they do not wish to receive this information, we will not send further
communications to them.

Individuals are always welcome to accept or decline communications from Cospak. At
any time a person may opt-out of receiving communications. If an individual is
receiving unwarranted promotional information about Cospak, he or she may remove
his or her name from our list by contacting our Privacy Officer by writing to:-

1 Culverston Road, Minto NSW 2566,

and asking to be removed from our mailing list. Please allow 28 days for this request
to be processed.

5. Data Quality

When personal information is collected from an individual directly, it may be assumed
that the personal information given by them is accurate, complete and up-to-date.
However, if personal information is collected from a third party regarding an individual,
the person supplying the personal information should be asked whether such personal
information is accurate, complete and up-to-date.

6. Data Security

Information must be protected against misuse, loss and unauthorised access,
modification or disclosure. The procedures to be followed in order to protect such
information are:

€) Any password provided to a person for purposes of accessing such
information on Cospak network or internet must be kept confidential at all
times.

(b) Hard copies of documents containing personal or sensitive information must

be kept in secure files created for this purpose.

(© All hard copy or electronic copy documents containing personal information
which are no longer required for the purpose for which such information was
collected, or for any directly associated purpose or other purpose permitted in
accordance with section 3 above, must be destroyed or deleted in full (as
relevant unless it needs to keep it for legal reasons).

If an individual wishes to have his or her personal information deleted, he or she is
entitled to let us know and we will take all reasonable steps to delete it unless we
need to keep it for legal reasons.

Occasionally, information that a person requests to be removed will be retained in
certain files in order to resolve disputes or for auditing purposes. In addition,
information is never completely removed from our database as due to technical and
legal constraints, including stored "back-up" systems.
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10.

11.

12.

Openness

This Policy must be made available to any person who requests it. Such persons may
be directed to the Cospak website at www.cospak.com.au} which displays a copy of
this Policy under the Tab “About Us”. Alternatively, a copy may be posted or emailed.

When providing a copy of this Policy, care must be taken to provide the most up to
date Policy available, as changes may be made to this document as required from
time to time.

A written memorandum of supply of this Policy is to be kept; recording the date of
supply, the date on the version supplied and who the Policy was supplied to.

Access and Correction

The Privacy Act sets out the rights that an individual has to see any personal
information that Cospak may have concerning him or her. If an individual would like to:

e see his or her personal information;
« change any inaccurate or out of date personal information;

« have his or her personal information deleted, they should contact us by writing
to our Privacy Officer at 1 Culverston Road, Minto NSW 2566.

Our file of an individual's information will be made available to an individual within 14
days. In some cases we may need to impose a charge for providing access to
personal information to reflect the cost of finding this information and providing it to an
individual.

Identifiers

No number assigned to an individual as an identifier by any organisation (for example
a tax file number or any other unique identifying number or sequence) shall be
collected, used or disclosed by Cospak unless such collection, use or disclosure is
necessary to allow Cospak to fulfil its obligations to that individual or regarding that
individual.

Anonymity

Individuals are to have the option, wherever practicable, of whether or not to identify
themselves when dealing with Cospak, however where any of Cospak’s forms require
the completion of a name then such name must be collected in order to complete the
form satisfactorily.

Transborder Dataflows

Notwithstanding the guidelines set out in point 3 above, no person is to provide
personal information regarding an individual to any person not located in Australia
without first consulting the Privacy Officer. The Privacy Officer will then assess
whether or not there is cause for such disclosure having regard to the provisions of
the Privacy Act.

Sensitive Information

The Privacy Act sets out separate rules for the collection of sensitive information, as
opposed to personal information.

No person is permitted to collect sensitive information regarding an individual unless
that individual consents to the collection, or the collection of such information is
required by law, or to prevent or lessen a serious and imminent threat to the life or
health of any individual.
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In the event that an individual considers that disclosure of sensitive information is
warranted, the Privacy Officer should be contacted immediately, before disclosure of
the relevant sensitive information. In the event that the Privacy Officer is satisfied that
such sensitive information should be disclosed, the Privacy Officer shall make the
relevant disclosure and must keep detailed written notes of the circumstances of the
disclosure.

13. Application of the Privacy Act to Personal Information already collected by
Cospak

The new privacy regime that commenced on 21 December 2001 requires Cospak to
comply with all ten of the National Privacy Principles whenever Cospak collects, uses
and discloses personal information from that date onwards.

However some principles apply to all information Cospak holds, regardless of whether
Cospak collected it before 21 December. In short:

. Cospak must keep all personal information accurate and up to date, to the
extent that it is using it

. Cospak must keep all of personal information secure

. Cospak must allow an individual access to all of the personal information

about them which is in use

. Cospak must explain its practices relating to all of the information which it has
about individuals.

What parts of the Privacy Act do not apply to information which Cospak have
already collected?

The Privacy Act requirements about how Cospak collects, how Cospak uses and to
whom Cospak discloses information do not apply to information which was collected
before 21 December 2001. In other words, Cospak does not have to go back to a
person to check whether it is OK to keep information about them on its systems, and
Cospak can continue to use it the way Cospak always have.

However, if Cospak is updating an old record because Cospak has ongoing
information about the customer, then in effect their record becomes "new" information,
collected after 21 December 2001, whenever Cospak is updating it. This means that
the new provisions of the Privacy Act will apply to that information.

Which parts of the Privacy Act apply to the information we already have?

The standards required by the Privacy Act with respect to the quality and
management of the stored personal information often apply regardless of when the
information was collected. The specific privacy principles that can apply are as
follows:

. Quality: Cospak must take reasonable steps to ensure that any personal
information Cospak uses or discloses is accurate, complete and up-to-date.
This does not mean that Cospak needs to take active steps to ensure
personal information such as postal addresses or phone numbers have not
changed. Rather, it means that Cospak is obliged to ensure that the
information Cospak stores does not contain errors or omissions that Cospak
has identified or which have been notified to Cospak.

. Security: Cospak must ensure that all information is protected from misuse,
loss, and unauthorised access, modification and disclosure. This includes
taking reasonable steps to destroy or permanently de-identify information
which is no longer needed for any purpose. This involves looking at how
Cospak stores personal information, whether Cospak needs to retain or
whether Cospak should destroy it, and what security measures are in place.
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Access and correction: Cospak is obliged to provide individuals with access
to their personal information if it is in use, even if collected before December
2001. This includes an obligation to correct that information where the
individual can demonstrate that the information is erroneous. This obligation
does not extend to information which is not in use. Cospak does not have to
provide access in all circumstances, and Cospak is not obliged to provide
access to information where it would place unreasonable administrative
burdens on the organisation or cause it unreasonable expense.
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